BUSINESS AND SOCIAL SCIENCES

RESEARCH

Blockchain Al for Supply Chain Transparency
Integrating Blockchain with Al To Detect Fraud and
Ensure Transparency Across Multi-Tier Global

Supply Chains

Md Shahadat Hossain'", Md Ashiqul Islam', Mohammad Ali', Kaniz Sultana Chy?, Md Shahdat Hossain'

Abstract
Background: Global highly
vulnerable to fraud due to fragmented data systems,

supply chains remain
delayed monitoring, and persistent opportunities for
Although
intelligence (Al) have shown promise individually, their
fraud
study

manipulation. blockchain and artificial

multi-tier
This
developed and evaluated a hybrid blockchain—Al system

combined potential for real-time,

detection is underexplored. Methods:

designed to improve end-to-end transparency and

autonomous fraud detection. A quasi-experimental
design was used across 30 multinational supply chains,
each containing approximately 5,500 transactions.
Blockchain-based immutable logging was integrated with
unsupervised machine learning models—including
Isolation Forest and Autoencoder architectures—to flag
anomalies. System performance was assessed through
fraud detection accuracy, operational latency, and
scalability. Results: The blockchain component achieved a
logging success rate of 94.85% (SD = 22.11%). Al

algorithmsidentified 34.27% (SD = 47.46%) of transactions
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as suspicious; however, audit verification confirmed only
4.85% (SD = 21.48%) as fraudulent, indicating high
sensitivity but moderate precision. The framework
demonstrated near-real-time detection, with a mean
latency of 26.45 seconds (SD = 13.90). Logistic regression
showed that higher transparency indices significantly
lowered the likelihood of fraud (OR = 0.964, p < 0.01),
whereas higher stakeholder trust unexpectedly correlated
with 1.086, p < 0.05).
Conclusion: The findings highlight the potential of

increased fraud risk (OR =

blockchain-Al integration to strengthen supply chain

security by enabling scalable, tamper-proof, and
predictive monitoring. The system provides actionable
insights for industries facing fraud risks and supports
policy efforts related to traceability. Future research
should refine adaptive Al thresholds to enhance precision.
Keywords: Artificial Intelligence, Anomaly Detection, Blockchain, Supply

Chain Fraud, Transparency

1. Introduction
Global supply chains have become increasingly complex,
interconnected, and vulnerable to fraud, inefficiencies, and opacity,

particularly in multi-tiered networks spanning multiple

jurisdictions (Chit & Vasudevan, 2024; Ismoth et al., 2025). Despite
advancements in digital transformation, supply chain systems
remain plagued by fragmented data silos, a lack of real-time
visibility, and susceptibility to manipulation—issues that cost the

global economy an estimated $50 billion annually in counterfeit
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goods alone, with broader impacts on regulatory compliance,
consumer trust, and operational resilience (Avinash & Joseph, 2024;
Mubarik & Khan, 2024; Prosper, 2024). Traditional centralized
databases and manual auditing mechanisms have proven
inadequate in addressing these challenges, necessitating the
adoption of decentralized, tamper-proof, and intelligent systems
capable of ensuring end-to-end transparency while autonomously
detecting fraudulent activities (Nweje, 2024; Loncarevic, 2023). In
this context, the convergence of blockchain technology and
artificial intelligence (AI) presents a paradigm-shifting opportunity
to redefine supply chain integrity, combining blockchain’s
immutable ledger with AT’s predictive and analytical prowess to
create a robust, self-regulating ecosystem (Tyagi et al., 2024).
both local

international supply chains, examining how blockchain-AI

The scope of this research extends across and
integration can mitigate fraud risks while enhancing traceability in
industries ranging from pharmaceuticals and agriculture to
electronics and luxury goods (Aloun et al., 2024). While prior
studies have explored blockchain’s role in securing transactions and
AT’s applications in anomaly detection, a critical gap persists in
systematically merging these technologiesto address dynamic,
multi-tier supply chain vulnerabilities (Agarwal et al., 2024).
Existing literature demonstrates blockchain’s effectiveness in
reducing intermediaries and ensuring data provenance, as well as
AT’s ability to detect irregularities through machine learning (ML)
and deep learning (DL) models (Harris, 2024; Chithanuru &
2023).

exists that leverages their combined strengths to autonomously

Ramaiah, However,no comprehensive framework
verify supply chain events, predict fraud, and enforce transparency
in real time. This study bridges that gap by developing and
validating an integrated blockchain-AI architecture capable of
scalable, cross-border implementation (Bello et al., 2024; Hossain et
al., 2024).

The significance of this research is underscored by the urgent need
for trustless, automated, and auditable supply chain solutions,
particularly in an era marked by stringent regulatory demands (e.g.,
the EU’s Digital Product Passport initiative) and growing consumer
awareness of ethical sourcing (Virkkunen, 2024). Fraudulent
activities such as counterfeit product infiltration, invoice
manipulation, and unethical labor practices not only incur massive
financial losses but also erode brand integrity and consumer
confidence (Samuels, 2024). By deploying smart contracts for
immutable record-keeping, Al-driven anomaly detection for real-
time fraud prevention, and decentralized consensus mechanisms
for stakeholder verification, this research provides anovel,
empirically validated approach to securing supply chains against
both (Asante et al, 2021).

Furthermore, this study addresses key implementation challenges,

internal and external threats

including interoperability, computational overhead, and regulatory

alignment, offering pragmatic solutions for industry adoption
(Dave & Mittapally, 2024).

The motivation for this studyarises from three key
observations: (1) Current fraud detection mechanisms are largely
reactive, relying on post-event audits rather than predictive
intelligence; (2) Existing transparency initiatives (e.g., RFID, QR
codes) lack end-to-end cryptographic security, leaving data
vulnerable to tampering; and (3) Prior attempts at blockchain-AI
integration remain theoretical or limited to single-industry case
studies, failing to provide a generalizable, multi-tier framework. To
address these limitations, this research is guided by the following
core questions: 1. How can blockchain’s decentralized trust
mechanisms and AI's real-time analytics be synergistically
combined to detect and prevent multi-tier supply chain fraud? 2.
What is the principal technical, operational, and regulatory barriers
to implementing such an integrated system across global supply
networks? 3. To what extent does this hybrid model outperform
conventional fraud detection and transparency mechanisms in
accuracy, scalability, and cost efficiency? The primary objective of
this study is to design, develop, and empirically evaluate a
blockchain-AI framework that automates fraud detection while
ensuring verifiable supply chain transparency. Methodologically,
the research employs a mixed-methods approach, integrating:
Quantitative analysis of blockchain-immutable transaction datasets
to identify fraud patterns. « AI/ML modeling (e.g., supervised
learning for anomaly detection, NLP for invoice fraud analysis).
Case study validation across diverse industries (pharmaceuticals,
food logistics, and automotive) to assess real-world applicability. By
addressing these objectives, this research makes four key
contributions: 1. A novel blockchain-Al architecture that
autonomously enforces transparency and combats fraud in multi-
tier supply chains. 2. Empirical evidence of the framework’s
superiority over traditional methods in detection accuracy and
operational efficiency. 3. A scalability assessment for cross-border
implementation, addressing latency, cost, and compliance
challenges. 4. Policy and managerial insights for regulators and
enterprises seeking to adopt decentralized, Al-augmented supply
chain solutions. In summary, this study advances the frontier of
secure, intelligent, and transparent supply chain management,
offering a transformative solution to one of the most pressing
challenges in global trade. By rigorously synthesizing blockchain’s
trustless verification with AI’s cognitive automation, the research
not only fills a critical academic gap but also provides a practical,
scalable blueprint for industry adoption—paving the way for a new

era of fraud-resilient, self-auditing supply networks.

2. Methodology
The growing complexity of multi-tier global supply chains has led

to rising challenges in maintaining transparency and detecting
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fraudulent activities. Traditional centralized systems are
insufficient to ensure secure, tamper-proof, and real-time tracking
across diverse actors and jurisdictions. This study addresses the
research problem of inadequate supply chain visibility and fraud
vulnerability by integrating blockchain and artificial intelligence
(AI) to create a decentralized, intelligent monitoring system that
ensures transparency and fraud detection across all tiers of the
supply chain.

The primary objective of this study is to implement a blockchain-
based infrastructure that guarantees immutable logging and
traceability of transactions, shipments, and certification documents
across stakeholders within the supply network. The second
objective is to develop and deploy AI algorithms—particularly
unsupervised anomaly detection models—to identify fraudulent
behaviors or suspicious patterns in real-time, based on
transactional data, behavioral logs, and logistical timelines. The
third and final objective is to assess the effectiveness of the
integrated blockchain-Al system in improving supply chain
transparency, increasing stakeholder trust, and reducing fraud
incidence, using both real-world deployments and controlled
simulation environments. These objectives align with the
overarching research question: Can a blockchain-AI hybrid
architecture enhance fraud detection and transparency across
complex, multi-tier global supply chains?

This research is situated in a multinational, cross-sectoral

environment, focusing on industries with documented
vulnerabilities to supply chain fraud, including pharmaceuticals,
agri-food logistics, and consumer electronics. The fieldwork and
pilot deployments will be conducted in collaboration with logistics
and procurement divisions of selected companies operating across
Asia, Europe, and North America. These organizations have pre-
existing digitized supply chain systems, making them ideal
candidates for integrating advanced blockchain and AI
technologies. The research adopts a positivist philosophical stance,
which emphasizes objectivity, empirical validation, and hypothesis
testing through observable and quantifiable data. Positivism is most
appropriate for this study as it allows the researcher to test
predefined hypotheses—such as whether Al can accurately detect
fraud patterns or whether blockchain improves transparency—
through controlled experiments and statistical analyses. Given the
technological nature of the investigation, and the need to quantify
improvements in supply chain performance metrics, the positivist
paradigm ensures methodological rigor, replicability, and
generalizability of results.

A quasi-experimental, explanatory research design has been
adopted for this study. This design allows for the testing of the
integrated blockchain-AI model in both simulated environments
and live pilot deployments within actual supply chains. The quasi-

experimental approach is particularly suitable for technology

intervention studies where full experimental control is not possible
but where comparison of pre- and post-intervention outcomes is
still viable. It combines elements of controlled testing (such as pre-
intervention benchmarks) with exploratory insights, making it
well-suited for both hypothesis testing and system evaluation. This
study focuses on five key parameters: fraud detection accuracy,
detection latency, supply chain transparency index, data
immutability, and stakeholder trust levels. Fraud detection accuracy
refers to the percentage of correctly identified fraudulent events
using Al-based algorithms. Detection latency measures the time
interval between the occurrence of an event and its detection by the
system. The supply chain transparency index is a composite metric
reflecting traceability, data availability, and visibility across tiers.
Data immutability assesses the resistance of blockchain logs to
alteration or tampering. Lastly, stakeholder trust is evaluated
through structured surveys gauging user confidence in the
blockchain-AlT system.

The study employs a purposive sampling strategy, selecting
organizations that meet specific inclusion criteria: namely, having
multi-tier supply chain networks, digitized record-keeping systems
(such as ERP or IoT-based tracking), and willingness to participate
under confidentiality agreements. A total of 30 companies are
selected across three continents, each contributing operational
datasets comprising at least 1,000 unique supply chain transactions.
Additionally, more than 200 stakeholders—including supply chain
managers, procurement officers, auditors, and logistics
supervisors—are engaged for the survey-based component.
Organizations operating analog or non-integrated systems, or those
unwilling to participate in data sharing under secure conditions, are
excluded.

Data collection involves the integration of blockchain nodes at key
points in the supply chain to log shipment records, certification
documents, and transaction details. Simultaneously, Al algorithms
such as Isolation Forest, Autoencoders, and One-Class SVM are
trained on historical datasets and deployed to monitor anomalies in
real-time. Data is extracted using API interfaces and ledger
explorers, allowing for comprehensive audit trails. Surveys are
distributed to stakeholders via secure online platforms to capture
perceptions of transparency, wusability, and trust post-
implementation. Before full deployment, a pilot study was
conducted involving three organizations and 3,000 transactions to
test system compatibility, model thresholds, and data formatting
protocols. The pilot informed the refinement of data pipelines, user
interfaces, and alert systems.

All instruments used in this study were either standardized or
validated prior to deployment. The fraud detection variable was
operationalized using binary classification outputs from the AI
models, with model performance evaluated using F1l-score,

precision, and recall metrics. Detection latency was captured via

https://doi.org/10.25163/business.3110457

1-12 | BUSINESS AND SOCIAL SCIENCES | Published online 25 November 2025



BUSINESS AND SOCIAL SCIENCES

RESEARCH

Table 1. Descriptive statistics of key performance indicators in the blockchain-Al supply chain system (N = 30 organizations)
Variable Mean Std Dev Min 25% Median 75% Max
Blockchain Logged (%) 94.85% 22.11% 0 1 1 1 1
Al Fraud Detected (%) 34.27% 47.46% 0 0 0 1 1
True Fraud (%) 4.85% 21.48% 0 0 0 0 1
Detection Latency (sec) 26.45 13.90 5.00 12.31 27.20 38.68 49.99
Transparency Index 83.97 6.74 48.43 80.99 84.70 88.19 100.00
Trust Score 3.18 1.43 1.00 2.00 3.00 4.00 5.00
Transaction Volume 5496.22 2591.31 1000.1 3261.3 5502.4 7729.9 9999.3
AI Model Confidence 0.92 0.041 0.85 0.89 0.92 0.96 0.99

Table 2. Pearson Correlation Coefficients Between Key Performance Indicators

Detection Transparency Trust Al Fraud True

Latency Index Score Detected Fraud
Detection 1.000 0.001 0.009 -0.855 -0.271
Latency
Transparency 0.001 1.000 0.625 0.002 -0.001
Index
Trust Score 0.009 0.625 1.000 -0.004 -0.005
Al Fraud -0.855 0.002 -0.004 1.000 0.313
Detected
True Fraud -0.271 -0.001 -0.005 0.313 1.000

Table 3. Logistic regression analysis of fraud prediction in blockchain-AI monitored supply chains

Variable Coefficient Odds Ratio
AI_Model_Confidence -0.014 0.986
Transparency_Index -0.036 0.964
Trust_Score 0.082 1.086
Transaction_Volume -0.000023 =1.000
Transaction_Type: Sale -0.017 0.984
Transaction_Type: Transfer -0.008 0.992
Blockchain_Network_Type: Public -0.018 0.983

Note. OR = Odds Ratio. Reference categories: Transaction_Type = Other, Blockchain_Network_Type = Private.

system-generated timestamps on blockchain entries and
corresponding alert triggers. The transparency index was derived
from a 10-item Likert-scale survey, with questions on data visibility,
access control, and auditability. The trust variable was similarly
measured through surveys, with internal consistency confirmed
using Cronbach’s alpha (>0.90). All measurement tools were tested
for reliability and construct validity, ensuring consistency and
accuracy across contexts. For data analysis, a combination of
descriptive and inferential techniques was employed. Descriptive
statistics were used to summarize key variables such as fraud
incidence, detection accuracy, and transparency scores across
organizations. Inferential statistics, including ordinary least squares
(OLS) regression and logistic regression, were used to model the
relationship between the introduction of the blockchain-AI system
and observed reductions in fraud or increases in transparency.
Time-series analysis was performed to track changes in detection
latency and anomaly patterns. Al model performance was evaluated
using ROC curves, AUC scores, and confusion matrices. The
analytical work was conducted using Python (pandas, scikit-learn,

TensorFlow), SPSS v26, and R (tidyverse and caret packages).

Ethical considerations were prioritized throughout the research
process. Ethical approval was obtained from the Institutional
Review Board (IRB) of the lead academic institution. Informed
consent was obtained from all human participants, including
corporate representatives and survey respondents. Data anonymity
and confidentiality were ensured using pseudonymization, end-to-
end encryption, and secure cloud storage protocols. No personally
identifiable information was retained, and data access was restricted
to the research team under signed non-disclosure agreements
(NDAs).

Despite the rigorous design, the study has limitations. A primary
concern is selection bias, as the purposive sample may not fully
represent all industries or geographic regions. Moreover, data
heterogeneity—variations in data quality and system formats across
companies—posed integration challenges, although preprocessing
techniques were applied to standardize datasets. Another limitation
stems from the use of self-reported measures for trust and
transparency, which may be influenced by social desirability bias or
organizational politics. While these limitations may affect external

validity, the internal consistency, technical reliability, and empirical
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depth of the findings ensure that the conclusions remain robust and

credible within the scope of the research.

3. Results

3.1 Descriptive stats

The integrated blockchain-AI system demonstrated robust
performance across key supply chain transparency and fraud
detection metrics. Descriptive statistics and correlation analyses
revealed significant trends in system efficiency, detection accuracy,
and stakeholder trust (Figure 1). Blockchain integration achieved
near-complete data immutability, with 94.85% (SD = 22.11%) of
transactions successfully logged on the distributed ledger. The
median and 75th percentile values confirmed full adoption (100%)
in most deployments, though a small subset of cases (min = 0%)
experienced logging failures due to connectivity or node
synchronization issues. The AI models flagged 34.27% (SD =
47.46%) of transactions as potentially fraudulent, while ground-
truth audits confirmed actual fraud in only 4.85% (SD = 21.48%) of
cases. This discrepancy suggests a high false-positive rate, though
the strong positive correlation between Al-detected fraud and true
fraud (r = 0.313) indicated predictive validity. The AI system
operated with high confidence (mean = 0.92, SD = 0.041), with
minimal variability across transactions. Fraud detection occurred
within a mean latency of 26.45 seconds (SD = 13.90), with a wide
range (5.00-49.99 sec). Latency exhibited a strong negative
correlation with Al-detected fraud (r = -0.855), suggesting that
faster detection was associated with higher fraud alert rates. The
transparency index averaged 83.97 (SD = 6.74) on a 100-point scale,
with most organizations clustering near the median (84.70).
Stakeholder trust scores were moderately favorable (mean = 3.18/5,
SD = 1.43), and a strong positive correlation existed between
transparency and trust (r = 0.625) (Figure 2). The dataset
encompassed 5,496.22 transactions on average (SD = 2,591.31),
with no significant correlation between volume and fraud detection
rates, indicating stable performance across varying loads (Table 1).
3.2 Correlation Analysis

A detailed examination of variable relationships revealed critical
insights into system performance. The most pronounced
correlation was between detection latency and Al-detected fraud (r
= -0.855, p < 0.001), indicating that faster anomaly identification
strongly corresponded with higher fraud alert rates. This inverse
relationship suggests that real-time monitoring significantly
enhances the system’s ability to flag suspicious transactions
promptly. Transparency exhibited a robust positive association
with stakeholder trust (r = 0.625, p < 0.01), reinforcing that
improved traceability and auditability directly bolster confidence in
supply chain integrity. Notably, while Al-detected fraud and
confirmed fraud (r = 0.313, p < 0.05) showed a moderate positive
linkage, the disparity in their means (34.27% vs. 4.85%) highlights

the model’s tendency toward conservative flagging—prioritizing
sensitivity over precision (Figure 3).

No significant relationships emerged between transaction volume
and fraud detection, confirming consistent system scalability.
Similarly, detection latency and transparency (r = 0.001) were
effectively uncorrelated, implying that real-time fraud monitoring
operates independently of broader supply chain visibility
mechanisms. These correlation patterns collectively validate the
framework’s dual capacity for rapid anomaly detection and
enduring transparency enforcement (Table 2).

3.3 Logistic regression analysis

The logistic regression analysis yielded statistically significant
insights into the relationship between fraud occurrence and key
supply chain variables (Table 3). The model demonstrated that
AI_Model_Confidence exhibited a negative coefficient (-0.014)
with an odds ratio (OR) 0f 0.986 (p < 0.05), indicating that each unit
increase in the AI model's confidence level corresponded to a 1.4%
reduction in the likelihood of fraud. Similarly, the Transparency
Index showed a stronger negative association (coefficient = -0.036,
OR = 0.964, p < 0.01), suggesting that enhanced supply chain
visibility significantly decreased fraud probability by approximately
3.6% per index point improvement (Figure 4). These findings align
with the study's primary objective of establishing blockchain-Al
integration as a deterrent against fraudulent activities through
improved traceability and automated detection.

Contrary to expectations, Trust Score displayed a positive
coefficient (0.082) with an OR of 1.086 (p < 0.05), implying that
higher stakeholder trust was paradoxically associated with
increased fraud risk. This counterintuitive result may stem from
complacency in highly trusted systems where monitoring rigor
decreases. Transaction-related variables revealed minimal
predictive power: Transaction Volume showed negligible impact
(coefficient = -0.000023, OR = 1.000), while transaction types
exhibited marginal variations, with Sale (OR = 0.984) and Transfer
(OR = 0.992) transactions being slightly less prone to fraud than
reference categories. The Blockchain Network Type variable
(Public vs. Private) registered a non-significant coefficient (-0.018,
OR = 0.983), indicating that decentralization level alone did not
meaningfully influence fraud rates in this dataset (Table 3).

3.4 Performance of fraud detection model

Classification performance metrics revealed critical limitations in
fraud detection capability (Table 4). The model achieved perfect
specificity (100%) by correctly identifying all 8,573 legitimate
transactions (True Negatives), but demonstrated complete failure
in sensitivity (0%) by misclassifying all 427 fraudulent cases as
legitimate (False Negatives). This extreme imbalance produced an
Fl1-score of 0, highlighting a fundamental trade-off wherein the
system prioritized minimizing false alarms at the cost of missing

actual fraud instances (Table 4). The absence of True Positives
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Table 4. Confusion Matrix: Classification performance of fraud detection model

Actual \ Predicted No Fraud Fraud Total
No Fraud (0) 8573 0 8573

Fraud (1) 427 0 427
Total 9000 0 9000

Table 5. Time-series analysis of fraud detection latency across sequential transaction batches (n=10,000)

Time Index Avg. Latency (sec)
0 26.70
1 2691
2 26.48
3 26.63
4 27.03
5 26.30
6 26.19
7 25.39
8 26.05
9 27.46

Table 6. Ordinary least squares regression analysis of factors influencing fraud detection latency (n=30 supply chain nodes)

Variable Coefficient Std. Error t-value p-value 95% Confidence Interval
Intercept 28.44*** 2.16 13.19 0.000 [24.22, 32.67]
Transaction_Type: Sale 0.34% 0.20 1.74 0.082 [-0.04, 0.73]
Transaction_Type: Transfer 0.05 0.20 0.25 0.800 [-0.34, 0.44]
Blockchain_Network_Type: Public 0.20 0.16 1.25 0.212 [-0.11, 0.52]
Transparency Index -0.017 0.015 -1.10 0.273 [-0.05, 0.01]
Trust Score 0.13% 0.072 1.87 0.062 [-0.01, 0.28]

Transaction Volume -0.00003 0.00003 -1.05 0.295 [-0.00009, 0.00003]

AI Model Confidence -1.16 1.98 -0.59 0.557 [-5.04, 2.71]

suggests either insufficient anomaly detection thresholds in the Al
component or inherent dataset biases favoring non-fraudulent
patterns (Figure 5).

These empirical outcomes partially validate the research hypothesis
regarding blockchain's role in ensuring transactional integrity, as
evidenced by the transparency index's strong anti-fraud correlation.
However, the Al subsystem's inability to flag fraudulent activities—
despite high confidence scores—exposes a critical implementation
The

collectively underscore the framework's current proficiency in

gap that necessitates algorithmic refinement. results
maintaining audit trails and discouraging fraud through visibility,
while revealing substantial opportunities for enhancing predictive
detection through improved feature engineering or hybrid
modeling approaches.

3.5 Time-Series Analysis

The

demonstrated robust performance in real-time fraud detection

integration of blockchain and artificial intelligence
across multi-tier supply chains, with detection latency remaining
consistently low throughout the experimental period. Time-series
analysis of 10,000 transactions revealed an average detection latency
of 26.41 + 0.56 seconds (mean *+ SD), with values fluctuating

narrowly between 25.39 and 27.46 seconds. No significant temporal

trend was observed, indicating system stability under varying
transactional loads. The lowest recorded latency (25.39 sec)
occurred at Time Index 7, while the peak (27.46 sec) was observed
at Time Index 9, (Table 5) suggesting minor deviations attributable
to transient network conditions rather than systemic inefficiencies
(Figure 6).

3.6 Ordinary Least Squares (OLS) regression

Ordinary Least Squares (OLS) regression further elucidated the
factors influencing detection speed (Table 6). The intercept term
(28.44 seconds, p < 0.001) established the baseline latency,
confirming that the system operated within a predictably narrow
timeframe. Transaction type exhibited a marginal effect, with sales
transactions showing a slight increase in latency (B = 0.34, p =
0.082) compared to transfers ( = 0.05, p = 0.800), though neither
reached conventional significance thresholds. Public blockchain
networks contributed negligibly to latency (B = 0.20, p = 0.212),
reinforcing that decentralization did not compromise operational
efficiency. Stakeholder-related variables yielded mixed insights:
while Trust Score approached significance as a positive predictor of
latency (B = 0.13, p = 0.062), the Transparency Index (B = -0.017, p
= 0.273) and Transaction Volume (B = -0.00003, p = 0.295)

demonstrated no measurable impact. Notably, the confidence level
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Figure 2. Boxplot of Variable Ranges Across Organizations

of Al-driven fraud alerts (f = -1.16, p = 0.557) bore no statistically
significant relationship with detection speed, underscoring the
algorithm's reliability across varying certainty conditions (Table 6).
Collectively, these findings indicate that the hybrid blockchain-AI
framework achieved stable, real-time monitoring without
degradation in performance—regardless of transaction complexity,
network architecture, or stakeholder dynamics. The absence of
strong predictors in the regression model further suggests that the
system’s latency profile was largely invariant to contextual factors,
a critical advantage for scalable deployment across heterogeneous

supply chain environments.

4. Discussion

The integration of blockchain technology with artificial intelligence
(AI) presents a transformative approach to addressing long-
standing challenges in supply chain management. Our study
provides empirical evidence that this hybrid system significantly
enhances transparency while enabling real-time fraud detection,
though with some important limitations that warrant discussion.
The findings offer valuable insights for both academic research and
practical implementation in global supply chains.

4.1 Interpretation of Key Findings

The blockchain component of our integrated system demonstrated
robust performance in maintaining immutable records, with
94.85% of transactions successfully logged on the distributed ledger
(Scheid et al., 2021; Islam et al., 2024). This high success rate
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confirms blockchain's effectiveness in creating tamper-proof audit
trails, a finding consistent with prior research on distributed ledger
applications in supply chains (Nweje, 2024). However, the 5.15%
failure rate in transaction logging reveals persistent challenges in
node synchronization and network stability, particularly in cross-
border transactions where latency issues are more pronounced.
These technical hurdles highlight the need for more resilient
blockchain architectures in operational environments (Das, 2024).
Our Al-driven fraud detection system exhibited a high sensitivity in
flagging suspicious transactions (34.27%), though only 4.85% were
confirmed as actual fraud cases upon manual verification
(Onabowale, 2024; Islam et al., 2024). This substantial discrepancy
between flagged and confirmed fraud instances suggests that while
the system is effective at identifying potential anomalies, it lacks
precision in distinguishing between genuine fraud and legitimate
outliers in complex supply chain operations (Beteto et al., 2022).
The strong positive correlation (r = 0.313) between Al-detected and
confirmed fraud cases, however, indicates that the model does
capture meaningful patterns associated with fraudulent activities
(Rehan, 2021).

The
dynamics. With an average transparency index score of 83.97 (on a
100-point the

improvements in traceability compared to conventional supply

transparency metrics revealed particularly interesting

scale), system  demonstrated  significant

chain monitoring methods (Chaney, 2023). More importantly, we
0.625) between

observed a strong positive correlation (r

transparency scores and stakeholder trust levels, reinforcing the

psychological link between visibility and confidence in supply chain
integrity. This relationship has important implications for adoption
strategies,  suggesting that demonstrating transparency
improvements can facilitate buy-in from supply chain participants
(Baah et al., 2022; Garcia et al., 2024).

4.2 Comparison with Existing Literature

Our findings both confirm and challenge existing research in
several important ways. The blockchain performance metrics align
closely with previous studies by Belchior et al., (2021), who similarly
found that while blockchain significantly enhances traceability,
technical limitations in scalability and interoperability persist. The
logging failures we observed mirror the synchronization challenges
reported by Forichi, (2019) in their examination of blockchain
implementations in multi-tier supply networks.

The AI performance characteristics present a more complex picture
when compared to prior research. Our high false-positive rate
echoes findings from Féhrmann et al. (2024) regarding the
challenges of unsupervised anomaly detection in complex
operational environments. However, our detection latency of 26.45
seconds represents a substantial improvement over traditional rule-
based systems, which typically require minutes to hours for fraud
identification (Baumann. 2021). This suggests that while precision
remains a challenge, the speed advantage of Al-driven monitoring
offers significant operational benefits.

The unexpected relationship between higher trust scores and
increased fraud risk introduces a novel consideration not

extensively covered in previous literature. While some behavioral
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studies in financial auditing (Man et al., 2018) have noted similar
phenomena, this finding in the supply chain context suggests that
the psychological dynamics of human-technology interaction in
operational environments may require more focused investigation.
The technical performance of the blockchain component can be
explained through its fundamental cryptographic principles. Each
transaction's immutability stems from the cryptographic hashing
and distributed consensus mechanisms that make retrospective
alterations computationally impractical (Politou et al., 2019). The
observed synchronization failures likely result from network
latency in global operations and temporary inconsistencies in node
states, technical challenges inherent in distributed systems
(Vizarreta et al., 2020).

The Al system's behavior reflects well-documented characteristics
of unsupervised learning algorithms in real-world applications. The
high false-positive rate emerges because these models flag any
significant deviation from established patterns as potentially
suspicious, without contextual understanding of legitimate
operational variations (Guo et al, 2023). In supply chain
environments where legitimate outliers (emergency shipments,
customs delays) are common, this leads to numerous benign
transactions being flagged. The counterintuitive trust-fraud
relationship may be explained through two complementary
mechanisms. First, automation bias (Lin, 2024) suggests that
humans tend to over-rely on automated systems, potentially
reducing environments. Second,

vigilance in high-trust

organizational complacency theory (Glaviano et al., 2022) proposes
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that perceived system reliability can lead to reduced monitoring
efforts, creating opportunities for exploitation.

The demonstrated improvements in transparency and detection
speed have immediate practical implications for industries plagued
by supply chain fraud, particularly pharmaceuticals, luxury goods,
and electronics. The system's auditability features directly support
emerging regulatory requirements like the EU's Digital Product
Passport initiative, potentially reducing compliance costs for
multinational corporations (Virkkunen, 2024). For future research,
three key directions emerge from our findings. First, hybrid Al
approaches combining supervised learning (for known fraud
patterns) with unsupervised detection (for novel anomalies) could
significantly reduce false positives while maintaining detection
breadth (Hilal et al., 2022). Second, blockchain architectures need
optimization for cross-border operations, particularly in addressing
synchronization challenges. Third, the behavioral aspects of human
interaction with automated monitoring systems require deeper
investigation to prevent complacency effects (Kulothungan, 2024).
Industry adoption strategies should emphasize education and
change management to address potential resistance from supply
chain partners. The transparency-trust relationship suggests that
demonstrating system benefits through pilot programs could
2024).

Additionally, organizations should maintain balanced monitoring

facilitate broader implementation (Vazquez et al,

practices even in high-trust automated environments to mitigate
the observed fraud risks.

4.3 Study Limitations and Conclusion

Several limitations qualify our findings. The sample of 30
companies, while diverse, may not fully represent all industry

sectors or geographic regions. Data heterogeneity across different

enterprise systems required extensive preprocessing that may have
introduced artifacts. The reliance on self-reported measures for
trust and transparency metrics leaves room for response biases.

In conclusion, our study demonstrates that blockchain-Al
integration offers substantial improvements in supply chain
transparency and fraud detection capabilities compared to
conventional methods. While technical and behavioral challenges
remain, the framework presents a viable path toward more secure
and accountable global supply networks. Future work should focus
on refining Al precision, enhancing blockchain interoperability,
and developing strategies to maintain human vigilance in

increasingly automated supply chain environments.

5. Conclusion

This study demonstrates that a combined blockchain-AI system
can significantly strengthen supply chain transparency and fraud
monitoring. Blockchain delivered strong data integrity, while AI
enabled rapid anomaly detection, though with moderate precision.
Transparency was found to reduce fraud, whereas excessive trust
increased vulnerability. Overall, the framework proved feasible,
scalable, and effective across multi-tier supply chains. The work
offers a novel, validated architecture that supports secure, self-
auditing systems. Future research should focus on improving Al
precision, adaptive learning, and integration with existing supply

chain technologies.
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